Security overview

SECURE BY DEFAULT

In Green Power Hub (GPH) access is by
invitation only and no access is given
without proper authentication.

To access the solution you need to
claim your personal invitation link and
prove your identity and email
ownership. The next steps are
determined by your identity provider
and internal policies. Two-factor auth,
device compliance etc will apply
according to company policies.

PASSWORDS

No passwords are stored in the solution.

In fact GreenPowerHub AS has no

access to your password or account at
all.

By utilizing secure industry standards
protocols like SAML 2.0 and WS-Fed
we are able to log you in while your
password still is your secret and your
alone.

ENFORCING
COMPLIANCE

This also leaves your existing company
policies intact and able to enforce all
existing security measures, password
length, strictness and rules and full
compliance according to your internal
standards.

Multi-factor authentication, device
requirements and network restrictions

will all apply according to your policies.

IDENTITY PROVIDERS

We trust that your company will be
able to verify your identity and provide
a SAML 2.0 Token from an internal or
trusted Identity Provider.

If your company already trusts
Microsoft by using Active Directory
Federation Services, Office 365 or
another federation service you will be
able to connect in minutes.

Google G-suite federation, SAML 2.0 or
Ws-Fed identity provider setup on
request. (A cost-based setup fee may

apply)

COMPLYING TO
COMPANY
STANDARDS

«Your existing company

policies intact. Able to

enforce all existing security
measures, full compliance
according to your internal
standards.

Multi-factor
authentication, device
requirements and network
restrictions will all apply

according to your policies»



